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Abstract: A security enhancement scheme based on post-quantum cryptography (PQC) was presented to address the
security threats posed to cell broadcast systems in the quantum computing era. Firstly, the cell broadcast system and
its security architecture were analyzed to identify potential vulnerabilities in a quantum computing environment. Sub-
sequently, mainstream PQC digital signature algorithms were evaluated in terms of their security and performance
characteristics. Three types of post-quantum digital certificate structures—pure post-quantum certificates, hybrid cer-
tificates, and composite certificates—were designed, and a key management mechanism, message transmission pro-
cess, and message format extension scheme compatible with existing systems were proposed. Finally, the proposed
scheme was experimentally validated from perspectives such as computational overhead, storage occupancy, and mes-
sage length adaptability. The results demonstrate the deployment feasibility of the scheme, indicating that it could pro-
vide technical reference and an implementation path for the evolution of cell broadcast systems toward a post-
quantum security architecture.
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